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DETAILED ACTION 

• Examiner acknowledges Applicant's Amendment filed 1/9/2006. 

• Claims 1, 1 1, 12, 16, and 18 have been amended. 

• New claims 2 1 -23 have been added. 

• Claims 1-18 and 21-23 are currently pending. 

Response to Arguments 

1. Applicant's arguments, see pages 10-12, filed 1/9/2006, with respect to the rejection of 
claims 1-8, 11-12, 16, and 18 under 35 U.S.C. 102(e) have been fully considered but are moot in 
view of the new grounds of rejection. Regarding claims 1,11, and 18, Applicant argues that Jin 
deals only with the IP layer and not a higher and lower layer as indicated in the newly amended 
limitations to these claims. Examiner notes that the lower and higher layers are both IP layers as 
indicated in the specification. This is well known in the art when using some form of IP 
tunneling in the core network and has thus been rejected according to one form of turmeling in 
the rejection below. Further, Applicant argues that Jin does not teach the newly added 
limitations of claim 16. However, U.S. Patent 6,092,108 to DiPlacido et al teaches this concept 
as indicated in the rejection below. Further, Applicant states that support for the newly added 
limitations to claim 16 is found in the specification fi'om line 26 of page 9 through line 3 of page 
10. Examiner disagrees that this passage supports the claim limitations, but notes that the 
passage in lines 1 1-16 of page 9 contains this support. 
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2. Applicant's arguments, see page 12, filed 1/9/2006, with respect to the rejection of claim 
9 under 35 U.S.C. 103(a) have been fully considered but are moot in view of the new grounds of 
rejection. 

3. Applicant's arguments, see pages 12-13, filed 1/9/2006, with respect to the rejection of 
claims 10 and 17 under 35 U.S.C. 103(a) have been fiilly considered but are moot in view of the 
new grounds of rejection. 

4. Applicant's arguments, see page 13, filed 1/9/2006, with respect to the rejection of claims 
13-15 under 35 U.S.C. 103(a) have been fiiUy considered but are moot in view of the new 
grounds of rejection. 

5. Applicant's arguments, see page 13, filed 1/9/2006, with respect to new claims 21-23 
have been fully considered but are moot in view of the new grounds of rejection. Applicant 
argued that these new claims are allowable for reasons similar to those made with respect to 
claims 1,11,16, and 18 as many of the limitafions overlap these claims. Applicant argued that 
the previous rejections of these claims are overcome in the new claims 21-23. However, 
Examiner has presented new rejections below in view of the newly added limitations to the 
claims. 



Claim Rejections - 35 USC § 103 
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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7. This application currently names joint inventors. In considering patentability of the 
claims under 35 U.S. C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1 .56 to point out 
the inventor and invention dates of each claim that was not commonly ovmed at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

8. Claims 1-8, 11-12, and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent 6,917,617 to Jin et al in view of RFC 2401 "Security Architecture for the 
Internet Protocol" to S. Kent et al. 

Regarding claims 1, 11, and 18, Jin et al discloses: 

A method of providing a defined quality of service (see title and abstract) in a packet 
switched communication system having a plurality of interconnected nodes (the SSG and the 
Internet of figure 3) for forwarding of data packets, wherein the plurality of interconnected nodes 
includes an edge node (the SSG of figure 3; see lines 36-41 of column 4 for a description of how 
the SSG acts as an edge router) and a plurality of interior nodes (the nodes comprising the 
intemet), wherein the edge node connects to user equipment (see figure 3) or to a fiarther 
communication system, processes data packets having a data field specifying a handling of the 
packets (see lines 41-43 of column 4 for example), and forwards the processed data packets to 
the interior nodes (see lines 36-41 of column 4), wherein the plurality of interior nodes form a 
core network through which data packets received from the edge node are forwarded toward a 
destination (well-known that the intemet is comprised of a plurality of nodes and that the packets 
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have a destination), said method comprising: connecting the edge node to a data base (the AAA 
server of figure 3) that contains a user subscription (the user's service profile on the AAA - see 
Unes 3 1-34 of column 4) for an identified user specifying a quality of service for the identified 
user (see lines 34-37 of column 4); providing the edge node with quality parameters from the 
identified user's subscription (see lines 34-37 of column 4); receiving in the edge node, a data 
packet from the identified user, said packet being received on a first protocol layer (the 
communications discussed in lines 37-41 of column 4 are packet communications and thus the 
edge router (SSG) receives a packet); processing in the edge node, the received data packet for 
the identified user by setting the data field specifying the handling of the packet according to the 
quality parameters from the identified user's subscription (see lines 41-43 of column 4); and 
forwarding the processed data packets by the interior nodes in the core network by performing a 
differentiated handling of the packets according to the data field set by the edge node (clearly, 
this is the point of the reference as evidences by the title; see also line 61 of column 1 to line 3 of 
colunm 2 which clearly indicates that the qos is set so that the internet will provide the 
appropriate level of service). 

Jin does not disclose expressly the limitation of encapsulating the incoming data packet 
with the processed data field into a data packet on a lower protocol layer for the routing of the 
data packet or the limitation that the interior nodes evaluate the data field at the lower layer and 
route the packets according to the quality parameters specified in the data field. 

However, it is well known in the art to encapsulate IP packets in other IP packets for 
routing through a core network. One example of this is provided in Kent which discloses 
creating a tunnel for security purposes (a VPN, for example). See section 5. 1 .2 and 5.1 .2. 1 on 
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pages 3 1-32, for example. Kent discusses the "inner IP header" which is the first protocol layer 
and the "outer IP head" which is the lower protocol layer. This section (see line 3 of section 
5. 1 .2 as an example) discloses the step of encapsulating the incoming data packet with the 
processed data field into a data packet on a lower protocol layer for the routing of the data 
packet. Further, Kent indicates that the TOS field (also well known as the differentiated services 
octet) is copied from the inner header when creating the outer header. Thus, the value provided 
by the edge router (to the first protocol layer or inner header) before the encapsulation is placed 
in the outer header. The outer header is clearly what will be used to route the packets in the core 
network and thus the limitation that the interior nodes evaluate the data field at the lower layer 
and route the packets according to the quality parameters specified in the data field is disclosed 
by the use of such a tunnel. 

Jin and Kent are analogous art because they are from the same field of endeavor of IP 
routing and networking. At the time of the invention it would have been obvious to a person of 
ordinary skill in the art to modify Jin by adding security tunneling to the routers. The motivation 
for doing so would have been to provide secure commimications for the packets of Jin by 
affording protection to IP traffic as suggested by Kent in the last paragraph of page 5. Therefore, 
it would have been obvious to combine Kent with Jin for the benefit of affording protection to IP 
traffic to obtain the invention as specified in claims 1,11, and 18. 

Regarding claim 2, Jin discloses the limitation that the step of processing the data packet 
in the edge node includes changing the data field from a previously specified quality of service to 
a quality of service according to the quality parameters fi-om the identified user's subscription in 
lines 41-43 of column 4. 
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Regarding claim 3 and 12, Jin discloses the limitation the data packets are processed 
according to a protocol stack and the step of processing the data packet in the edge node includes 
setting the data field according to information specified on a layer in the protocol stack (the 
information is retrieved from the AAA server using RADIUS v^hich runs on top of UDP) of the 
edge node that is different from the layer evaluated by the interior nodes for handling the packets 
(the packets are handled by the nodes by the IP layer). 

Regarding claim 4, Jin discloses the limitation that the data field is changed in response 
to a traffic load in the system is implied from line 61 of column 1 to line 3 of column 2. 

Regarding claim 5, Jin discloses the limitation that the step of connecting the edge node 
to a data base includes connecting the edge node to a second node that connects to the data base, 
wherein the quality parameters from the identified user's subscription are forwarded from the 
second node to the edge node as follows. Jin indicates in lines 65-67 of column 3 that the AAA 
servers are disposed in various locations in the network and it is clear from the passage in lines 
48-50 of column 4 that a roaming user can still connect indirectly (i.e. via one or more other 
nodes) to an AAA server and the method will still work. 

Regarding claim 6, Jin discloses the limitation that the data packets are IP packets and the 
field is the DS field in lines 41-43 of column 4 and figure IB. 

Regarding claim 7, Jin discloses the limitation that the imspecified bits in the 
differentiated services field are used to indicate quality of service in lines 4-7 of column 2 which 
indicates that other bits of the packet may be used instead of the DS precedence bits. 

Regarding claim 8, Jin discloses the limitation that the step of setting the data field 
specifying the handling of the packet according to the quality parameters from the user's 
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subscription includes setting a plurality of bits that specify per hop behavior according to the 
user's subscription in lines 41-43 of column 4. It is well known that the TOS field specifies the 
per-hop behavior of the packet. 

9. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. Patent 
6,917,617 to Jin et al in view of RFC 2401 "Security Architecture for the Internet Protocol" to S. 
Kent et al and in further view of "Mobile IP and Wide Area Wireless Data" by La Porta et al. 

Regarding claim 9, the combination of Jin and Kent discloses the limitations of parent 
claim 1 as described in the rejection above. Jin, modified as above, does not disclose expressly 
the limitation of claim 9 that the database is a location register. However, it is well known in the 
art that the functions of an HLR and AAA server are similar and tend to be implemented as the 
same network element. For example, La Porta discloses the limitation of the AAA server (in Jin) 
being an HLR. See paragraphs 3-5 of section IV A on page 1531 of La Porta. Jin, modified as 
above, and La Porta are analogous art because they are from same field of endeavor of IP 
networking and the placement of the AAA server within the network. At the time of the 
invention it would have been obvious to a person of ordinary skill in the art to implement the 
AAA server of Jin in an HLR server. This would clearly be a typical implementation when the 
applying the invention of Jin, modified as above, to wireless networking as discussed in La 
Porta. The motivation for doing so would have been reduce the burden of distributing the set of 
authentication keys in the network as suggested by La Porta in the third paragraph of section IV 
A on page 1531. Therefore, it would have been obvious to combine La Porta with Jin, modified 



Application/Control Number: 09/742,857 Page 9 

Art Unit: 2666 

as above, for the benefit of minimizing the burden of the distribution of authentication keys to 
obtain the invention as specified in claim 9. 

10. Claims 13-15 are rejected under 35 U.S.C. 103(a) as being impatentable over U.S. Patent 
6,917,617 to Jin et al in view of RFC 2401 "Security Architecture for the Internet Protocol" to S. 
Kent et al and in further view of U.S. Patent 6,66 1 ,782 to Mustajarvi et al. 

Jin, as modified by Kent above, discloses all the limitations of the parent claim 1 1 as 
discussed in the rejection under 35 U.S.C. 102(e) above. Jin, as modified above, does not 
disclose expressly the limitations of claims 13-15. Mustajarvi discloses a network in Figure 1, 
which has an HLR (home location register) as a database containing subscriber data (see lines 
52-55 of column 8 as well), and edge nodes BSCl and SGSNl, which are at the edge of the radio 
and the backbone networks, respectively. This network structure teaches the limitation of claim 
9 that the database is a location register (the HLR is the database). It also discloses the limitation 
of claim 13 that the edge node is an SGSN as the SGSN of Figure 1 is an edge node similar to 
the edge node of Jin. Further, this figure discloses the limitation of the edge node being both a 
control node (as emphasized in lines 8-12 of column 8) and a node for processing packets (it 
forwards packets to the core network of Figure 1). Finally, this network structure also discloses 
the limitations of the edge node being a radio network controller in that the BSC is an edge node 
fully capable of implementing the functionality of the edge node of Jin. Jin, as modified above, 
and Mustajarvi are analogous art because they are from the same field of endeavor of packet data 
networks. At the time of the invention it would have been obvious to a person of ordinary skill 
in the art to use the invention of Jin, as modified above, in the network structure of Mustajarvi. 
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Jin notes in lines 45-53 of column 5 that the structure presented in the document is for illustrative 
purposes only and that the invention could easily be applied to many other embodiments. The 
motivation for applying Jin's invention to the wireless packet data structure of Mustajarvi would 
have been to apply quality of service to the packets in a wireless packet data network (much the 
same as the motivation for Jin's invention in the embodiment shown as stated in lines 32-38 of 
column 2). Therefore, it would have been obvious to combine Mustajarvi with Jin, as modified 
above, for the benefit of applying quality of service treatments to flows in a wireless packet data 
network to obtain the invention as specified in claims 13-15. 

11. Claims 10, 16, 17, and 21-23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent 6,917,617 to Jin et al in view of RFC 2401 "Security Architecture for the 
Intemet Protocol" to S. Kent et al and in further view of U.S. Patent 6,092,108 to DiPlacido et al. 
Regarding claim 16 Jin discloses: 

An interior node (the nodes comprising the intemet of figure 3) in a packet switched core 
network (the intemet in figure 3) having a plurality of interconnected interior nodes for 
forwarding of intemet protocol data packets that include a differentiated services data field in the 
intemet protocol header specifying a handling of the packets, wherein the differentiated services 
data field includes a number of unspecified bits, said node comprising: means for receiving the 
data packets from an edge node (the SSG of figure 3; see lines 36-41 of column 4 for a 
description of how the SSG acts as an edge router) that sets unspecified bits in the differentiated 
services data field to indicate a quality of service for the data packets (see lines 41-43 of column 
4 which indicate that the data field is set and line 4-7 of column 2 which indicate that bits other 
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than the ToS or DS field can be used, i.e. the unspecified bits); and processing means for 
performing a differentiated handling of the packets according to the differentiated services data 
field, where the processing means includes means for evaluating the unspecified bits in the 
differentiated services field and forwarding the packets according to the unspecified bits is also 
disclosed in lines 4-17 of column 2 which indicates that these bits are used in the network to 
properly forward the packets. 

Similarly, regarding claim 21, Jin discloses the limitation of connecting the edge node 
(the SSG of figure 3; see lines 36-41 of column 4 for a description of how the SSG acts as an 
edge router) to a data base (the AAA server of figure 3) that contains a user subscription (the 
user's service profile on the AAA - see lines 3 1-34 of column 4) for an identified user specifying 
a quality of service for the user (see lines 34-37 of column 4); processing in the edge node, a data 
packet for the identified user by setting the data field specifying the handling of the packet 
according to the quality parameters fi-om the identified user's subscription (see lines 41-43 of 
column 4); and forwarding the processed data packets by the interior nodes in the core network 
by performing a differentiated handling of the packets according to the data field set by the edge 
node (clearly, this is the point of the reference as evidences by the title; see also line 61 of 
column 1 to line 3 of column 2 which clearly indicates that the qos is set so that the internet will 
provide the appropriate level of service). 

Similarly, regarding claim 22, Jin discloses means for receiving the data packets from an 
edge node that sets unspecified bits in the differentiated services data field to indicate a quality of 
service for the data packets (see lines 41-43 of column 4 which indicate that the data field is set 
and line 4-7 of column 2 which indicate that bits other than the ToS or DS field can be used, i.e. 
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the unspecified bits); and processing means for performing a differentiated handling of the 
packets according to the differentiated services data field (see lines 4-17 of column 2 which 
indicates that these bits are used in the network to properly forward the packets). 

Similarly, regarding claim 23, Jin discloses a data base (the AAA server of figure 3) that 
contains a user subscription (the user's service profile on the AAA - see lines 3 1-34 of column 
4) specifying a quality of service for the identified user (see lines 34-37 of column 4); an edge 
node (the SSG of figure 3; see lines 36-41 of column 4 for a description of how the SSG acts as 
an edge router) connected to user equipment, the data base, and at least one interior node in the 
network, said edge node comprising: means for receiving from the data base, quality of service 
parameters from the identified user's subscription (lines 31-37 of colunm 4); means for 
processing a data packet for the identified user by setting a data field specifying the handling of 
the packet according to the quality parameters from the identified user's subscription (see lines 
41-43 of column 4); and means for forwarding the processed data packets from the edge node to 
the interior nodes (clearly, this is the point of the reference as evidences by the title; see also line 
61 of column 1 to line 3 of column 2 which clearly indicates that the qos is set so that the intemet 
will provide the appropriate level of service). 

Jin does not disclose expressly the limitations of claims 16, 21, 22, and 23 of determining 
whether the interior node has sufficient resources to handle a received data packet utilizing a 
highest quality of service level; forwarding the received data packets utilizing the highest quality 
of service level without evaluating the unspecified bits in the differentiated services data field, 
responsive to a determination that the interior node has sufficient resources to handle the 
received data packet utilizing the highest quality of service level; and evaluating the unspecified 
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bits in the differentiated services data field and forwarding the packets according to the 
unspecified bits, responsive to a determination that the interior node does not have sufficient 
resources to handle the received data packet utilizing the highest quality of service level. 

DiPlacido discloses the limitations of determining v^hether the interior node has sufficient 
resources to handle a received data packet utilizing a highest quality of service level (lines 49-57 
of column 3; if the amount of data in the buffer is less than the first water mark, all of the frames 
can be forwarded, regardless of priority); forwarding the received data packets utilizing the 
highest quality of service level without evaluating the unspecified bits in the differentiated 
services data field, responsive to a determination that the interior node has sufficient resources to 
handle the received data packet utilizing the highest quality of service level (lines 49-57 of 
column 3; if, as above, the buffer level is less than the first water mark, all frames are forwarded 
to the application processor (by storing them in the buffer)); and evaluating the imspecified bits 
in the differentiated services data field and forwarding the packets according to the imspecified 
bits, responsive to a determination that the interior node does not have sufficient resources to 
handle the received data packet utilizing the highest quality of service level (lines 49-57 of 
column 3; if the buffer level is greater than the first water mark, the priority and packet type of 
the packets must be evaluated as sufficient resources do not exist; the frames are then forwarded 
according to this priority/packet type). 

Jin and DiPlacido are analogous art because they are firom the same problem solving area 
of forwarding data packets based on resource availability and packet priority. At the time of the 
invention it would have been obvious to a person of ordinary skill in the art to modify Jin by 
adding water marks or thresholds similar to those disclosed in DiPlacido. The packets would be 
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evaluated and forwarded based on the relative buffer capacity in the edge router and then the 
unspecified bits in the differentiated services field of the IP packets. The motivation for doing so 
w^ould have been to efficiently handle the forwarding of different priority packets without 
needlessly increasing buffer sizes as suggested by DiPlacido in lines 52-59 of column 1. 
Therefore, it would have been obvious to combine DiPlacido with Jih for the benefit of 
efficiently handling the forwarding of different priority packets without needlessly increasing 
buffer sizes to obtain the invention as specified in claims 16, 21, 22, and 23. 

Regarding claims 10 and 17, the above combination of Jin and DiPlacido discloses the 
limitation of evaluating the unspecified bits only when the traffic load is above a threshold value. 
The greater the traffic load, the greater the buffer level in DiPlacido. The priority and packet 
type is only used when the traffic load is large enough to cause the buffer level to be greater than 
the first water mark or threshold. Thus, the above combination of Jin and DiPlacido discloses 
the limitations of claims 10 and 17. 

Conclusion 

12. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this commimication or earlier communications from the 
examiner should be directed to Robert C. Scheibel whose telephone number is 571-272-3169. 
The examiner can normally be reached on Monday and Thursday from 6:30-5:00 Eastem Time. 

If attempts to reach the examiner by telephone are imsuccessful, the examiner's 
supervisor, Seema S. Rao can be reached on 571-272-3 174. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Robert C. Scheibel 

Examiner 
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